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view of the low efficiency of traditional single-server searchable encryption schemes, it was based on the advantages of

identity management in certificate management. In the multi-serve environment, a bilinear mapping was used to con-

struct an identity-based encryption scheme that supports conjunctive keyword search. In this scheme, the storage and

query of the encrypted data were allocated to different servers, and the retrieval efficiency of the user storage and key-

word was improved by cooperation. Re-use the encryption and search ability of the connection keywords by using the

identity of multi-server and user. At the same time, combine with the searchable encryption method of conjunctive key-

word, a new security model was constructed based on bilinear pairing. And under the bilinear Diffie-Hellman problem,

the scheme satisfies the ciphertext indistinguishability under selected message attack.

Key words: multi-server, conjunctive keyword, ID-based encryption, bilinear Diffie-Hellman, ciphertext indistingui-

shability
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XH{H | H, Hy H Y IX 4 A 2822 e Bt AT 1

1) H,-query: fEALATIME, A nJLAREHLET )
TEHLH, o b THaN A, IS HLYgE—
WIS L, 2 AN B IRSS AT H,
i, C IRl

¥ IDg A7 7E Ly, R, Bk A N
H,(IDg) =gy, s

2 1Dy AFAE L, I, 2R C A X R
18>0, MM =E 754 Pr(coin=0)=5 /=&
coine{0,1} » M coin=0 I, ik # Bl L& #%
u eZ, It g, =H(IDg)=u;g: *coin=1
iy 9, =bg , ;4% C KPUc4l (IDg, gyp, ,U; . coin)
21 Ly, PRI g, 47 A

2) H,-query: {EARATINA%, M52 A 7L
BENLE TS HLH, o 4T WS, iyl
PR ARSI L, ST A SRt
7T H, WK, C Iy ez Ifil &
SK;p, =V,0, C #f =04l (IDg,SKy, ,vy) 17 T
Ly, HRIRGR I SK,, 458T

3) H,-query: {EATATIE, A AT LABEHL A )
WEHLH, o« A T WA, is LS — A
WA PR L, AIPUICAL(IDg, D, Cy L%, ) s
T AX] (IDg, D)), D, = {w, -, w, } HEAT H, #i ]
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i, PR C, 1A T

% (IDg,D)) F77E Ly, ik, Bl 3 0]
Cy = {H,(IDg, W, ),-+,H,(IDg, W, )} :

2 (IDg, D)) NFAE Ly, I, Phlt i PehE
BB X e Z, I Cy = (X, 9,--,%; g} » W C,
F5 U641 (IDg, Dy, Cp , % ) A7 T Ly, o IR IR [1]
Cp, LTl T

4) H,-query: AT, A FJLLBHHL A
WIENLH, « o T w2y, s pgey—A
G A B L, M= oedl (m,n) s 3 A
m, € G, #AT H, W, B C AR

Hm AAAE L, P, BhE N H, (m) =n,;

oy AAETE Ly, P, PR R PR AL
nez JF4& HmM)=n, R%EC K x4
(m,n) A7 L, R EIGRE 2585

(2) Phasel: &F A nJLLLL—Ff [ 3& M 1K) 5
HoeF Bkl # C AT LA R I AT

1) SRS A B = Aty in) . SCF A T Bk
# C, 0S5 10 5 6345 BN IDg JEATHIIN, C, X A7
?WH%@EEW%Q%MMMMﬁﬁQ@ﬁH@
coin=1, Bk §ith I MOIF 2 b0k W R
coin=0, ki # 5 SK,, =u;R,, [ & 1]
SKp, &

2) SHER R CE R A e T A T
Pk C B K 635 R 1D, BEAT D],
C X7 T Ly, M =J08 (IDg, SK v, ) HEAT AT,
[ii] i iR I_]SKID =v.P, 4T

3) XFET T AR W A AT RAE A2 Rl R AR
AEAT R U BB T, Pk C i B BEHLEL
y; €2, RIadkik# C
T =Y9
T, =n

T, =SK;, +ZH3(WJ.I,IDS)+ y,T,H,(IDg)= (10D

1 pb+zx g+y1n1u1g

A NFIRRFA 30 0]« IXINECT A Pkl C, &
PYIE4l (IDg, 1D, C,T) /\E!ﬂcjjaé’ﬁ%ﬂbnfﬂﬁ
o Phile C, ) %Ué%ﬂ%ﬂ L s Ly, o

(3) Challenge: T A i rwmﬁc KiIEPU TG

41 (ID,,IDg,D,,D,) - ki & C, B MLk £ fH
be{0,1} , ZERKJE A BABIRS TS 01F L

D, BEAT LR AH Efy . BRE C BEMLIE £
¢,ReZ, L, PAMEL:

C'=(A,B,C,D,--,D,,E)=(cg,6,9,¢H,(IDy),
GH;(IDg,W, ),---,G,H;(IDg, W, ),R)
QD)

(4)Phasel: AR LLR C, H &N &4y IDg i
ITHHAER, JFHAER Q BT I & ), 2K
IDg # IDg H Q AMu$H(TE D,, D, k% .

(5) Guess: T AR b rAEN b, Hrp
b'e{0,1}.

R BAFAETCT A fie LUAS W] 200 10 A 2 10 34
ARSI R B S CTRMTIX 4y, $hik s C 7E
Ly, AR PY el (D, , D, ,Cp XD s [
IAESIR Ly, Pkt i (m',n7) , AT BLH S

m / (VB C,9) =&SKyp, ", A)e(T,, B')
(JTeE .2 D) 'eC . xT)" /(WB,,.c.o)=
1=1

&SKyp,  a)eSK,6,9)/ (WP,,,,9) =
&(SKy,,",00) =e(bP,,,09) =
&(bag,cg) = €(g,9)™

JIrLAC, #ir it it m' / (P, c,9) /&4 BDH [
BRI, X522 ).

SiaTIH 1 H551B 2 nS e 1.
5.3 [HEEDHT

AR A A SR 2
TR, FEIENSHEIR14]. 275 3CHR[17]
HRREHRAT R b, AT ai R WA 1 AR5 A
5 Sl R T 7 Ol R 2 3 R S ] I
i N BB SCA T IX A0, DA SRR T B

(12)
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F1 BMESH
pug=ari A A A AR WA
WANG [ 2h+2x g+Q2j+2)(h+x) B +2m)(h+Xx)+(2+ m)q
ZHANG! 3h+3x 3j(h+x)+2q (m+3)(h+ x)+mq
P SWIE 3 (i+Dh+x) @j+DHh+x)+q (6m+1)(h+x)+3mq

TN T3 585 2 MRAS AR, IS5 SCR(14-1714
REEHATIERE BT, AT R LA 2.

F2 ERESHT

o} B3 VEB: B IND-CPA  IBE  ZHR%5
WANG! No Yes Yes No
MOESFA [ No No No Yes
HUANG "% No No No Yes
ZHANG! No Yes Yes Yes
KR Yes Yes Yes Yes

FER 1T q R E MU TR 2, x Foom
REMITEBEEME, h3oR Hash #4586 %0, d £Rxt
PRIMEARAESRE kR W BN B E R R
TR T2 AN, m R T BRI
KA AN

FERINOT | AN SCHE ] INEE 556 m AN ROC ]
RIS, BRI PTEFE, BRI 2RSS
&5, R NIRSGS A FINPMERZRIBIT T, REitm
IR MR R 2SR R . HE S
G SCHR(14-17) T8 75 AR, ANSOITHE 7 AR
R e, ERRSE GR14]. 2%
BRILTII S, R 22 IR 55 At Rt e DG B vl 1) 4
RINE. 5% CER15]. % 3CER[16]AHEL, A7
FAREET SO IS B ER TR BT K,
EINESINIESS SEINIEESIE SN Sl ive ¢
HAEW 2 Diffie-Hellman A3t ] @ 31 i A2
IND-CPA “%4%.,

6 ZRiE

ASSCR AT 5 A2 158 BT 1 A3

ST MR, E T AT EXNERSS
PSR AEVERELEN B R AAEK
PeH H AT 7 AR IO 7 I R
e, b B B T R RSy < 5 Bl
“AE7 WRNE TRIEM SR TR IRE. B,
AR SE AL B A R £ B BV 2 1 A
& FEPTRIE KT ST REIL AN F] IND-CPA %42
FIH . AEASRIWTIE TAE T, f il sttt
e, AT ALY 3 S R 22 A by e AP R T 4

EYE
B 3Rk
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